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1. Introduction

This document contains all essential information for the user to make full use of the Bot or Digital
worker. This manual includes a description of the functions and capabilities and step-by-step
procedures for setup & configuration of the Bot.

Overview

This Bot reads Information from a CSV Template based on Filter Conditions & other configurable
parameters (as explained below) for Read Incident Worklogs use case, it will read the information
from user input and store output in CSV File after processing input csv file and user input
respectively.

Detailed steps are as follows:
1) Reads data from a CSV file
e.g. IncidentWorklogFilterInputFile.csv, IncidnetWorklogQuerylnputFile.csv.
2) Exports data to the CSV Template based on Filter conditions set by a user.
Filter conditions are as below (Click individual to read details)

o Filter based on Column Value

e Visual flow

Read data from CSV
file based on
configurable input
parameters

Use in Metabot

Retrieves and
persists response in
output CSV file
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Read Incident Worklogs:

Input: Reads parameters from input csv file:

IncidentWorkLogFilterinput.csv

IncidentWorklogFilterinput - Excel

File Home Insert Page Layout Formulas Data Review Wiew Help Team 2 Tell me what you want to do
ﬁﬁ L_EE“ Calibri Sl s === #- Bwep et General - ﬁ
la] - .
pa'StE =4 Fu:u::rat Painter B I U- |- ﬁ i === == Merge&Center ) 8 - % 9| %% Fi?:ﬂi'gi]";
Clipboard [P Font [P Alignment P MNumber [P
Al & Jfe || Sorting Parameter
A B T D E F G H
1 |Sorting Parameter IFields Required Offset  Limit
2 |Submitter__c.asc,RequestID__c.desc Request ID__c,Submitter_ c
3 4
4 4
5 4
6 4
? 4
8 4
9 4
10|
11
1?_

IncidentWaorklogQuerylnput - Excel

File Home Insert Page Layout Formulas Data Review View Help Team O Tell me what you want to do
fﬂD g" E”t Calibri -l AN === E 2, Wrap Text General - @ E
o] s —
pajte '-gFo:":at Painter I U~ R - ﬁ | EEElE=E Merge&'_Center T M@ % 9 %g _gg FCDDr:ﬂdaI;;jnr:lv FDTra
Clipboard 1 Font N Alignment N MNumber N Style
Al ~ fe | RequestlD_c
A B C D E F G H
1 |RequestID_ c |Submitter_c Create Date_ ¢ Assigned To__c Last Modified B Modified Date__cStatus_ ¢
2 | 1
3 | Submitter_1
4 | Assign_1
5 | Fixed
6 4
? 4
8 4
g 4
10 |
11
12 |
13|
14
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Output: Store output in csv file.

- = IncidentWorklogsOuput - Excel
File Home Insert Page Layout Formulas Data Review View Help Team 2 Tell me what you want to do
1 X Cut A | = = » ab, = Z
i Calibri -1 - AT A =8 #- 22 Wrap Text General - ﬁ @ Ej % ﬁg @
Copy ~ 4
Pavste EFE::H Painter T IRE" M ﬁ . Merge & Center EE-% 9 598 FCODrrr:iai:tiionn;lv FoTrErEIZtvas Sq,ci_”s- Insvert Delvete Forinat 0
Clipboard ) Font ] Alignment ) Number ) Styles Cells
Al ~ Fe Input
A B © D E F G H | J K L M
1 |Input |Reques‘t Id Submitter Create Date Assigned toModify By Modified Date Status Error Message
2 |'RequestID_c'="1" Failure  No entry Found database
3 |'Submitter__ c'="Submitter_1" 159 Submitter_1 Success
4 |"Submitter_¢'="Submitter_1" 156 Submitter_1 success
5 |'Submitter__c'="Submitter_1" 153 Submitter_1 success
6 |'Submitter__c'="Submitter_1" 150 Submitter_1 Success
7 |'Submitter__c'="Submitter_1" 147 Submitter_1 Success
8 |'Submitter__c'="Submitter_1" 144 Submitter_1 Success
9 |'Assigned To__c'="Assign_1" 159 Submitter_1 Success
10 |"Assigned To__c' ="Assign_1" 156 Submitter_1 Success
11 |'Assigned To__ ¢ ="Assign_1" 153 Submitter_1 success
12 |'Assigned To__c' ="Assign_1" 150 Submitter_1 success
13 |"Assigned To__c' ="Assign_1" 144 Submitter_1 Success
14 |'status__c'="Fixed" 37 pankaj Success
15 |'Status__c'="Fixed" 145 Submitter_2 Success
16
17

Common Use cases

A common use case, as shown above, is Read Incident Worklogs in an incident.

The fields in the CSV can be changed to whatever data that needs to be added in list.
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2. Requirements & Prerequisites

System Requirements

-

For the PC or server where the bot needs to run:
v' RAM: 8GB or higher
v PROCESSOR: Intel Core i5 or higher and equivalent for any other OS
v Hard Disk: Up to 2GB of overall free space in the AA Client installation drive.

Reference below for Enterprise Client & Control Room system requirements.

Prerequisites

o —
o —

Software’s needed -

AA Enterprise Client 11.3.3

<X

AA Enterprise Control Room 11.3.3

Accounts/License needed —

v" BMC Account. BMC account can be opened at here

v AA Enterprise License

Security Measures

(o 2

There are some security best practice recommendations that you may follow with your bot.

e [tis not recommended to provide admin access to the Windows User Account executing the
Bots, to avoid unintended data changes with the CSV Template.

e [tisrecommended to rotate server password twice or more in a quarter using Server setting
in Remedy Mid Tier - Configuration Tool which ensure data safety.

e Password stored in credential vault should not be reused in other systems.
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e Username used for BMC and stored in credentials vault should be reused in other systems
only if corporate security policies allow it.

e BMC URL should use secure connection('https'). Configure your URL click here
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3. Getting Started

Skill Matrix

5
b

The functionality of the Bot has been divided into set of skills.

Below is an overview of how the task bots and metabots map to these skills:

Skill

Task Files

MetaBot Files

Read Incident Worklogs

ReadIncidentWorklogs.atmx

IncidentWorklogs.mbot

Installation Hierarchy

Once the bot is downloaded and installed, the installer creates the files in the folder structure as

shown below.
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Folder Structure on your Machine

Folder Structure

Description

<AA Application Path>

1. My Tasks

1.1. Bot Store

» Error Folder
e Logs
o Error logs Month-Day-Year.txt
e Snapshots

Min Sec.png

» Input Folder
e IncidentWorklogFilterinput.csv

» Output Folder
e IncidentWorklogsOuput.csv

1.1.1. BmcWorklogs - Automation Anywhere

o Error Snap Month-Day-Year Hour

e IncidentWorklogQuerylnput.csv

<AA Application Path> is the location where AA
files are stored on your machine

1.My Tasks

My Task Folder is the default directory where
Bot Files are saved.

1.1 Bot Store

Bot Store Folder contains the Bot Name Folder
which the installer creates while installation of
the Bot.

1.1.1 BmcWorklogs-Automation
Anywhere This folder gets created
by the installer and contains files
and folders that are needed for the
bot execution.

» Error folder is where logs and snapshots of
screens will be placed if something goes wrong
with the bot during execution

> Input Folder is where the input files are saved
that are needed by the taskbot for execution
of the use case

¢ IncidentWorklogFilterInput.csv
provides parameters that can be used as
filter conditions for the worklogs of the
incident, provided and given as an input to
the bot. There can only be one row which
defines all the filter conditions based on
Column header.

e IncidentWorklogQuerylnput.csv
provides parameters that can be used as
guery parameters or parameter with which
worklogs need to be retrieved from the
incident and given as an input to the bot.
The value can be placed in one of the
headers as multiple query parameters are
not supported for single retrieve request.

> Output Folder is where the output files that
the bot creates after execution of the use case
is saved
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¢ IncidentWorklogsOuput.csv contains
Read Incident Worklogs response along

with status and error message, if any.
» My Tasks » My Tasks folder contains all the developed

e ReadIncidentWorklogs.atmx Platform Source Code

2. My MetaBots 2.My MetaBots folder contains the developed

» IncidentWorklogs.mbot Metabots needed for the bot execution.

Quick Start

3.1.1 Setup
A
N\

3111 STEP 1 (Create form in the AR Server):

e If you already have a form created, then you can skip this step
e |n AR System Navigator, expand serverName > All Objects.
e Right-click Forms, and select New Regular Form

e An Untitled Regular Form appears with the Core fields as displayed in the Create Form window

and core fields figure.
e Right click on the Untitled Regular form and select save. Save the form with an appropriate form
name.
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8 werkspace - Moddy Form - Untided Regular Form cn DESKTOP-TCJ3ULS - BMIC Remedy Developer Studio
File Edit Search Form Layout Window Help

S TS O 5 Unttled Reguirfom 13
Untitled Regular Form on DESKTOP-TCJ3ULG (Custom)

Modid Dt

| (B BY| B [

Status € Hew O Assigred O Fized O Rejected O Dosed

=]
OR
= ©/Time.

Shart Description

)|
!
1

nER =18

isplay Fields

View - Default Administrator View_

He

Broperty

v Aiases
Singular
Plurzl
Shart Singular
ShartPlural
Requestidentfier  Request D

& Snapshot Results

View Size: 1,003x560 User Name: ARServer Best Practice Customization Mode

H P Type here to search

e For more information click here

3.1.1.2  Step 2 (Generating URLS and password ):

e For https services ,AR Server URL is https://<server name>:<port>

e Port refers to the port number on which Jetty server is running.

e You can configure the port in AR server by changing jetty-config file.

e For more information click here.

o TokenURL: AR Server URL/api/jwt/login

e IncidentURL: AR Server URL/api/arsys/v1l/entry/{form-name}

e Password should be changed at regular intervals, according to corporate policies.
For server password can be changed as:
Log in to Remedy MidTier - Configuration Tool
Go and edit the Server settings and update the password

Update the password in credential vault.

Note: Here the form-name is the name of the form that we created in step 1.
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3.1.2 Configuration
%
N\

STEP 1 (Configuring Credential in Control Room’s Credential Vault)

Passwords and other sensitive information such as Server URL, Username and password used in
automation tasks, should be stored as credentials centrally in the Credential Vault.

These sensitive data items are secured (stored in CR) and can’t be accessed locally which is used
by the bots when it executes in the machine.

Below are the step-by-step instructions for what needs to be done to set up the Server Url,
Username and Password for BMC incident in the Credential Vault.

e ‘Locker Consumer Role’ needs to be assigned to the AA user (bot runner) which ensures
the user have full access to the locker.

e Locker needs to created with name as “BMClincident_Locker”

e Credential needs to created with name as “BMClincident_Credential”, where the URL and
Token needs to be saved.

Locker Name Credentials Name Attribute Name Value

BMClncident_Locker | BMCIncident_Credential | TokenURL Token URL value
should be as
mentioned in step 2
of SetUp.

BMClIncident_Locker | BMClIncident_Credential | IncidentURL Incident URL should

be as mentioned in
step 2 of SetUp.

BMClncident_Locker | BMCIncident_Credential | Username Username of BMC
Remedy AR server

BMClIncident_Locker | BMClncident_Credential | Password Password of BMC
Remedy AR Server

For more information on how to set up credentials in the Control Room, please visit this link on
the Automation Anywhere Product Documentation portal.

STEP 2 (Configuring Parameters with an External File)

External file can be configured at -

AA Application Path > My Tasks > Bot Store > BmcWorklogs - Automation Anywhere > Input >
IncidentWorklogFilterlnput.csv
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AA Application Path > My Tasks > Bot Store > BmcWorklogs - Automation Anywhere > Input >
IncidentWorklogQuerylnput.csv

This is where, the input values for variables are stored which is needed by the bot at the time of execution.

Headers in input csv file are fixed according to API call.

Header fields in the input files are:

IncidentWorklogFilterlnput.csv: Sorting Parameter, Fields Required, Offset, Limit.

IncidentWorklogQuerylnput.csv: Request ID__c, Submitter__c, Create Date__c, Assigned To__c, Last
Modified By__c, Modified Date__c, Status__c.

Sensitive variables like Server URL, Username, Password are stored in credential vault.

Below is a table that summaries what the variable name is, what it does, and an example of the input &
output:

Input variables:

INPUT VARIABLES: NEEDS TO BE CONFIGURED BY THE USERS FOR INPUT PARAMETER

Typ | Mandator

Variable Name e y (Yes/No)

Purpose Example Input

File Name
for the
template
from
which Bot
reads the
value of
Text | Yes filter input | IncidentWorklogFilterinput.csv
like sorting
parameter
s or fields
which user
required
from
worklogs.

vincidentsWorklogsFilterInputFil
e

File Name

for the

IncidentsWorkl InputFi
vincidentsWorklogsQuerylnputFi Text | Yes template | IncidentWorklogQuerylnput.csv

le
from

which Bot
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reads the
value  of
query

parameter
S with
which user
required
to fetch
the

worklogs.

File Name
for the
response of

vReadIncidentsWorklogsOutputFile | Text | Yes Read IncidentWorklogsOuput.csv
Incident
worklogs
Location SAAApplicationPathS\Automati
on
where
vLogFolder Text | Yes Anywhere\MyTasks\BotStore\
Logs folder .
i< located BmcWorklogs-Automation
Anywhere \Input Folder\Logs
Location SAAApplicationPathS\Automati
where on
vErrorFolder Text | Yes Error Anywhere\MyTasks\BotStore\
folder is | BmcWorklogs-Automation
located Anywhere \Error Folder
Location SAAApplicationPathS\Automati
where on
A h MyTasks\B
vSnapshotFolder Text | Yes Snapshot nywhere\MyTasks\ oFStore\
.| BmcWorklogs-Automation
folder is
located Anywhere \Error
Folder\Snapshots
Location SAAApplicationPathS\Automati
where on
vinputFolder Text | Yes Input Anywhere\MyTasks\BotStore\
folder is | BmcWorklogs-Automation
located. Anywhere \Input Folder
Location SAAApplicationPathS\Automati
where on
vOutputFolder Text | Yes Output Anywhere\MyTasks\BotStore\
folder is | BmcWorklogs-Automation
located. Anywhere \Output Folder
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Token
generated
vToken Text | Yes from axcvghll.........
Generate
Token

utility

Guidance for configurating Filter conditions are described below:

a. Filter based on Column Value

vColumnindex and vColumnValue variables are needed to configure this.

‘vColumnindex’ is the column name which needs to be defined in the config file.
‘vColumnValue’ is the value which needs to be matched against the mentioned Column name.

IncidentWorklogQuerylnput.csv - Excel Pankaj Gayal
File Home  Insert Page Layout ~ Formulas  Data  Review  View  Help O Tell me what you want to do 1% Share I Comments
o} 2o || = e &l [nsert ~ -
D & Calibri oA AN === 8- 8 General - ﬁ @ @ il %? p
p E@' Conditional F Cell Delete - vS & Find &
aste —===3i= & - 000 onditional Formatas Cel ort ni
B I U-~- O AL EEEEE B B9 «0 .00 —
© g - — _— — %9 W3 Formatting= Table~ Styles~ [ Format- ¢~ Filter = Select -
Clipboard @@Iumn Index Alignment I Number [F1 Styles Cells Editing A~
G20 - 3 v
A B © D E F G -
1 [RequestID ¢ Submitter__c Create Date__c Assigned To__c Last Modified By__c Modified Date_ ¢ Status__c
2 1 Shreya
3 Pankaj
4 Shreya
5 Rejected
6
7
8 Column Value
9
10
11
12
13
14
15
16
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Input CSV Files-
IncidentWorkLogFilterinput.csv

e Optional Parameters-

File Parameter Name Type Description Example Input
Text Sorting parameters with Submitter__c.asc
Sorting Parameter sorting order
Text Fields which user wants to Request ID__c
Fields Required display
Text Starting index after which 10
Offset result are fetched
Text Maximum No of results 10
Limit displayed

IncidentWaorklogFilterinput - Excel

File m Insert Page Layout Formulas
= ﬁ‘;':”t Calibri S <A A
Copy -
PE'StE ¥ Format Painter S O - ﬁ i
Clipboard ra Font ra
Al - 5 Sorting Parameter
A

1 |Sorting Parameter
2 |Submitter__c.asc,Request ID__c.desc

IFields Required
Request ID__c,Submitter__c

Data Review View Help Team
=== &~ ab, \Wrap Text
= = = = 3= [E Merge & Center -
Alignment [P}
B & D E
Offset  Limit

£ Tell me what you want to do

General - ﬁ
- Conditiona
B - 0L 9 0.0 :
% e Farmatting
Mumber [P}
F G H

Note: There should be only one row in input csv file for all the filter parameters.

IncidentWorkLogQueryinput.csv

e Optional Parameters-

File Parameter Name Type
Text

RequestID__c

Description
Incident Id which details to
be displayed

Example Input
000000000000143
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Text Name of the submitter of Submitter_1
Submitter__c incident
Text Incident create Data 2019-10-

14T06:55:26.000+0000
Create Date__c

Assigned To__c Text Incident assignee name Assignee_1
Text AR Server which updates the ARServer
Last Modified By__c incidents lastly
Text Date on which incident has 2019-10-

been modified 14T06:55:26.000+0000

Modified Date_ ¢
Status__c Text Status of the incident Fixed

IncidentWorklogQuerylnput - Excel

File m Insert Page Layout Formulas Data Review View Help Team 2 Tell me what you want to do
[] & Cut Calibri A A === - BwrapText General - ﬁ E
Paste EBCDW i & A i —— = = | = - . O ©0 00 Conditional For
» <% Format Painter B I U - |- T - SE= | EE Merge&Center i BE-% 2 B0 =30 Formatting~  Ta
Clipboard 1 Font N Alignment N MNumber N Style
Al ~ fe | RequestlD_c
A B c D E F G H
1 |RequestID_c |Submitter_c Create Date__c Assigned To__c Last Modified B Modified Date__cStatus_ ¢
2 1
3 Submitter_1
4 Assign_1
5 Fixed
6
7
8
9
10
11
12
13
14

Note: There must be only one entry in every row of the input file.
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4. Reports

There are no Bot Insight Reports generated for this Bot.
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5. Logs

L

In case of Errors, Error Logs & Screenshots are generated within Error Folder (Highlighted below
in yellow)

o My Tasks
= Bot Store
e Bot Name
o Error Folder

= Logs (Folder)
= Error Logs Month-Day-Year.txt

= Snapshots (Folder)
= Error Snap Month-Day-Year HourMinSec.png

Error Logs will contain the below information -
e Task Name
e Error Line Number
e Error Description

e Generated Timestamp

Example:
.
Mame Date modified Type Size
=| Error Logs 09-10-2019.tct 10-10-2019 15:15 Text Docurment 3 KB
=| Error Logs 10-10-2019.tx¢t 10-10-2019 15:15 Text Docurment 2 KB
2019 15:15 Text Document 3 KB

=| Error Logs 11-10-2019 .t 10-10-20

(1e-10-2019 17:27:88)

Task : C:\Users\Administrator\Documents\Automation Anywhere Files\Automation Anywhere\My Tasks\Bot Store
|\Bchorklogs - Automation Anywhere\My Tasks\ReadIncidentWorklogs.atmx

Error Line Number: “20"

Error Description: Only 'http' and 'https' schemes are allowed.

Parameter name: value
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Example of Screenshot Generated Error File:

isPC + Documents » Automation AnywhereFiles » Automation Anywhere > My Tasks + BotStore » BmcWorklogs - Automation Anywhere » Error Folder » Snapshots

~

Name Date Type Size Tags
@ Error Snap 10-10-20...  10-10-2019 12:00 PNG File 27KB
@ Error Snap 10-10-20...  10-10-2019 14:51 PNG File 197 KB
@ Error Snap 10-10-20...  10-10-2019 14:42 PNG File 195K8B

Automation Anywhere Enterprise Cient - Workbench [My Tasks\Bot Store|Bmciorkiogs - Automation Anywhere\My Tasks\Readincdentworkiogs.atm]
Fie Edk View Detug Toos Heb

®rew v ORecon R @ swe f )

/., workday .t X | Resdincid.. % GenersteTo., * M
Actions List m VISUALEEE | ANALYZE Neon Wosae  Soopy  Mypsse  F Actons
FILTERS  [] Mouss Woves [] Keystiokes [ Mouse Cicks. 7] Delays [ Other Windows A1 v Find Text a-
' Message Bor:"Read Incdert Wakogs Taskbot
ey Ttk Bt Automation To svEmafocers
3 Vanable Operation: $AAApplicationPath $\Automation Anywhere My Tasks'Bot -~ Atomation \Output Folder To
4 Arywhere\My Tasks'Bot - Actomation I Folder P
o s Vanble Operaton: SvErFolderLogs To SLogFolers
s Vst Cparation: SuErsFoiders Snapeoa To SvSnapshtFolders
A, Eror Handing T ¥ Folder Does Nt Exist ("SvEmorFoiders™) Then
s Croate Folder “SvEmarFolders” "
s N g
! 10 F FlderDoes Nt Bt (SuLogFolders”) Than i
T 1 Create Foider “SvLogFolders™ o
1.5 mage Recogniion 1 N Ed¥
1 ¥ Folder Doss Nt Exst { vSnapshtolier S
u Crotes Flder"SSnspsbetFolders” B
15 N ear 5
16 ¥ e -
” Create Folder “$vOutput Folder$™ number 20 of Task’ Openthe Taskin
18 N Enar

Begin Enor Handing: Acta: St Task: Op
[——
LB womore

5 Loop

Message Box: "Worklags e genersted successhly’
End Eror Handing

=] Manage Windows Controls

ramiFie

POF ntegraiion
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6. Troubleshooting & Support

Free bots are currently not supported directly.

Questions on Bot Functionality or Feature can also be posted to our Community site Apeople

0e®
P22 . _ . .
Automation Anywhere provides a Product Documentation portal which can be accessed for
more information about AA’s products and guidance on building bots and Digital Workers.

The "Build" section of the portal includes these sections:

e Getting Started - information on building bots recommended practices (including use of the Credential
Vault)

e Build Advanced Bots - details on MetaBots and the approach to integrating code into them

e Build Digital Workers - high level architecture

FAQs

Q: The ‘Create Locker’ button not visible in the Credential Vault Page. What do | do?

A: Please check if the role ‘Locker Consumer’ is assigned to the user and you are using an Enterprise Client
version.
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Appendix A: Record of Changes
No. Version Number Date of Change Author Notes
(DD/MM/YYYY)
1 1.0 October 21, 2019 Pankaj Goyal Version 1 Release
Nikhil Gupta
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Appendix B: Acronyms
No. Acronym Description
1 AA Automation Anywhere
2 Csv Comma Separated File
3 DW Digital Worker
4 CR Credential Vault
5 CRM Customer Relationship Management
6 API Application Programming Interface
7 PC Personal Computer
8 RAM Random Access Memory
9 (0N Operating System
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Appendix C: References

No.

Topic

System Requirements - Client

System Requirements — Control Room

How to create credential & Locker?

Credential Overview

Apeople Community Site

Product Documentation portal

Reference Link

Click here

Click here

Click here

Click here

Click here

Click here
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