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1.

Introduction

This document contains all essential information for the user to make full use of this A2019
(Bot/Command Package). It includes a description of the functions and capabilities and step-by-
step procedures for setup & configuration of the (Bot/Command Package).

1.1

The Bot extracts information from the web portal virustotal.com based on a
suspicious URL. At the entrance waits for a CSV file of the URLs to be queried
and generates to the output an excel file with the relevant quantification of your

Overview

cyber threats.

1.2

Use cases

The key use cases include:

Check for a URL the number of malicious threats
Check for a URL the number of malware threats
Check for a URL the number of Phishing threats
Check for a URL the number of Suspicious threats
Get the domain owner email from abuse domain
Get the Abuse domain Contact Phone

Get the Domain Creation Date.
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2. Requirements & Prerequisites

2.1 System Requirements

Enterprise A2019 (Cloud deployed) and Community Edition device requirements.
Machine hardware specifications: 8 GB RAM

Operating system versions: MS Windows 10
Browser types supported: MS Internet Explorer

Command packages: Analyze, Application, Boolean, Browser, Comment, CSV/TXT, Datetime,
Delay, Error Handler, Excel Advanced, File, Folder, IF, List, Logtofile, Loop, Message Box,
Number, Python Script, Recorder, Screen, Simulate Keystroke, Step, String, System, Taskbot,
Windows.

2.2 Prerequisites

Python.exe

Whois64.exe

Whois64.bat Wrapper (Included into the A2019 Control Room)
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3. Getting Started

3.1 Quick Start

3.1.1 Setup

Step 1. First time run the virustotal bot, it looks the file parameters configuration into
C:\Users\Public\VirusTotal.txt directory

", /Bot Store/VirusTotal-Globaltek/VirusTotal

Message from bot

Reading bot parameters for configure vanables:
{Lectura archivo configuracion de parametros de entrada del bot:)

CUsers\PublictWirusTotal txt

This window will automatically close in 4 seconds Close now
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Step 2. If the file configuration does not exist, then it will create a file parameters configuration
into C:\Users\Public\VirusTotal.txt directory

£, /Bot Store/VirusTotal-Globaltek/VirusTotal

Message from bot

ERROR: File configuration for bot parameters does not exists:
{No existe el archivo de configuracion con los parametros de entrada:)
C\Users\Public\VirusTotal txt
*** File created ™=
Please add variables to the file configuration, for example::
(Por favor adicione estas variables al archivo:)

strPath=C:\ProgramData\AutomationAnywhere'Bots'\Logs
strURL=https:/fwww virustotal com/guifhome/url
strPathCmdWhois=C:\Windows\System32\Whoist4 . bat
strPathCMDpython=C:\Program Files\Python38\python_ exe

This window will automatically close in 9 seconds
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Step 3. The bot will automatically open the notepad, please edit and modify the parameters to
indicate the preferred working directory

J VirusTotal.tet: Bloc de notas

Archivo Ediciéon Formato Ver Ayuda

Etrpathzc:\Programnata\Aut@matiannywhere\Eots\Logs
struRL=https://www.virustotal.com/gui/home/url
strPathCmdwhois=C:\Windows\System32\Whois64.bat
strPathCMDpython=C:\Program Files\Python38\python.exe
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Step 4. Install whois64.exe as an external windows program in the strPathCmdWhois route

£, /Bot Store/VirusTotal-Globaltek/VirusTotal

Message from bot

Error: Whois does not exists in C:\Windows\System32\whois64.exe
*** Please install *** (whois no existe en el PC, sin este el bot no funcionara)

CWindows\System32whois64 bat is ncluded with the bot at CR

—= Created from CR: C:\Users'\Public\WWhois64 bat, please copy to:
CWindows\System32\Whois64 bat ***

This window will automatically close in 14 seconds

Stop

Step 5. Edit if necessary C:\Users\Public\Whois64.bat
Copy C:\Users\Public\Whois64.bat to C:\Windows\System32\Whois64.bat

> Windows-55D (C:) » Windows > System32

o~
L

Mombre Fecha de modificacion Tipo Tamano

whoami.exe 71272019 409 a. m. Aplicacion 72 KB
Whoisb4.bat 30/04/2020 6:34 p. m. Archivo por lotes ... 1KB
whoisbd.exe 11/12/2019 8:39 a. m. Aplicacion 511 KB
=8 wiaacmgr.exe 711272019 409 a. m. Aplicacién 97 KB
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Step 6. Install python as an external windows program in the strPathCMDpython route

/A, /Bot Store/VirusTotal-Globaltek/VirusTotal

Message from bot

Validating external commands: Python does not exists
{python no existe en el PC, sin este prerequisito el bot no funciona)
In the command prompt, After install python, please type:

python -m pip install --upgrade pip
next:

pip install requests

C:\Program Files\Python38'\python. exe

This window will automatically close in 2 seconds

|:~1'UI5|

End of setup.
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3.1.2 Configuration and Use

Step 1. After configured the bot, the first time run the bot, the bot automatically looks the CSV
file inputs malicious URLS. If the input file does not exist, you will see the next error

A, /Bot Store/VirusTotal-Globaltek/VirusTotal

Message from bot

ERROR: Not exist CSV Input files. Please add a file for processing, for example:
C:\ProgramData\AutomationAnywhere\Bots\Logs\VirusTotal-Globaltekiinput'test.csv

ltem,Malicious URL, Reported Date
1,coronavirus.zone,4/16/2020

2 ecovida.ru,4/16/2020

(No existen archivos CSV para procesar).

This window will automatically close in 9 seconds

|bf5I5|
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Step 2. Prepare a CSV file with malicious URLs, for example the "test.csv" file:

A B | C |
|Item Malicious URL Reported date
| 1 coronavirus.zone 4/16/2020
| 2 ecovida.ru 4/16/2020
| 3 feenixlanguage.com 4/16/2020
| 4 impots-covid19.com 4/16/2020
| 5 kbfvzoboss.bid 4/16/2020
| 6 pescaturismocorona.it 4/16/2020
| 7 treatmentcovid2019.com 4/16/2020
| 8 update-apk.net 4/16/2020

9 www.coronavirus.app 4/16/2020

S, R N R —
DR a|e(e|~No|v|s W=
| I |

10 https://coronavirus.app/map?selected=zC03Urt1i)Jb2Tfep0jd  4/16/2020
11 https://netflix-usa.net/?periodo-de-aislamiento-libre 4/16/2020

Step 3. Please add a file within to the input directory with malicious URLs

Windows-55D (C) * ProgramData * AutomationAnywhere > Bots » Logs *> VirusTotal-Globaltek

s Eal
Nombre

Config
Errors
Input
Output
T™P

Fecha de modificacion Tipo Tamafio
4/08/2020 7:35 p. m. Carpeta de archivos
4/08/2020 7:35 p. m. Carpeta de archivos
7/08/2020 12:37 p. m. Carpeta de archivos
7/08/2020 1:13 p. m. Carpeta de archivos
7/08/2020 11:32 a. m. Carpeta de archivos

SSD (C) * ProgramData » AutomationAnywhere * Bots * Logs * VirusTotal-Globaltek * Input

Ea
Nombre

test.csv

Fecha de modificacion

7/08/2020 12:36 p. m.

Tipo Tamano

Archivo de valores... 1KB
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End of setup

o For Configuring the Bot — Configurable variable list:

INPUT VARIABLES

Variable Name

Type

Mandatory

Purpose

Example Input

strPath

String

Yes

Path for the
configure template
from which the Bot

reads the value
from path

strPath = C: \ ProgramData \
AutomationAnywhere \ Bots \ Logs

strURL

String

Yes

URL for the
configure template
from which the Bot

reads the value
from VirusTotal

URL portal

strURL =
https.//www.virustotal.com/gui/home/url

strPathCmdWhois

String

Yes

Path and
Executable File
Name for the

configure
template from
which the Bot

reads the value
from.

Format —
Path\Filename.
Extension

This wrapper
read the
executable
from
whois64.exe

strPathCmdWhois =
C:\Windows\System32\Whois64.bat

strPathCMDpython

String

Yes

Path and
Executable File
Name for the
configure
template from
which the Bot

strPathCMDpython = C:\Program
Files\Python38\python.exe
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reads the value
from.

Format —
Path\Filename.
Extension

This is the
executable from
python.exe

End of configurable variable list.
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. Explain how a customer can use the bot once it’s configured — walk through examples.

Step 1. Open the virustotal bot at the private bot store (Control Room A2019)

Bots » My bots > Private

My bots + Create new » % Import bots..

PUBLIC PRIVATE

Private bots and files cannot be viewed by other people. If a bot or file has been checked out from the Public tab, it can be viewed and run by
other people. but cannot be edited

Folders [+

Namew  Search
> Bots % B
G Files and folders (2) # B LU o B3
~ [ Botstore B T NAME 2 SIZE LASTMODL..  MODIFIED BY
[ Botname-VendorName = 22:28:11 -05 .
Confi It g
[] [ Configuration N/A N/A 5020-08-00 9€v-00 :
» VirusTotal-Glob... [[] &
— et 23:39:52 -05 .
o VirusTotal dev_00 :
[] ] Checked out 17297 KB 5020-08-02 %" g

100 w | perpage

Step 2. Edit the VirusTotal bot

= TN R I ty o)
Triggers
Drag a trigger here..
Start
al D Step "REQUIRED: Bot identification information/Identificacion del BOT (Nombre, objetivo, autor, fecha creacion, fecha modificacion y observaciones)”
18 D Step 1. Get automatically the bot name - Obtiene el nembre del bot”
26 D Step “2. REQUIRED: Verify Bot Name and Vendor Name”
43 D Step “3. Read Bot parameters - Lectura del archivo de configuracion parametros entrada del bot”
67 D Step "4. Set directories from configuraticn file - Configura Rutas o carpetas del proyecto para portabilidad”
77 D Step “5. Make directories for the bot - Crear carpetas para el bot”
102 D Step "6. Validating external commands - Valida la existencia de los comandos externos y sus carpetas”
116 D Step “7. Delete temp files - Borrar archivos temporales”
120 /\ Error handler: Try

End
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Step 3. Run the VirusTotal bot

Deploying to your computer...

P

Compiling bot...

Step 4. Reading bot parameters

[ /Bot Store/VirusTotal-Globaltek/VirusTotal

Message from bot

Reading bot parameters for configure variables:
(Lectura archivo configuracion de parametros de entrada del bot:)

ClUsers\PublicWirusTotal txt

This window will automatically close in 4 seconds

Close now
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Step 5. Load parameters configuration

M\, /Bot Store/VirusTotal-Globaltek/VirusTota

Message from bot

Variables found: {(mandatory Variables in the file configuracion:)

strPath=C:\ProgramData\AutomationAnywhere\Bots'\Logs
strURL=https:/imww virustotal. com/guifhome/url
strPathCmdWhois=C-\Windows\System32'WWhois64 bat
strPathCMDpython=D:\Program Files\Python38\python.exe

This window will automatically close in 9 seconds

Close now
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Step 6. Delete temporal files

| M, /Bot Store/VirusTotal-Globaltek/VirusTotal x I

Message from bot

Delete temporal files: (Borrando archivos temporales):
C\ProgramData\AutomationAnywhere\Bots'\LogsWirus Total-Globaltek\TMP

This window will automatically close in 4 seconds Close now

Step 7. Input files to process

M\, /Bot Store/VirusTotal-Globaltek/VirusTotal prd

Message from bot

Input Files to process - Existen 1 archivos CSV para procesar

This window will automatically close in 2 seconds Close now
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Step 8. Create CSV disaster Recover file

A, /Bot Store/VirusTotal-Globaltek/VirusTotal

Message from bot

Create C5V Disaster Recovery File
Creando archivo de recuperacion CSV ante desastres:

SK.Iecovery.csv

This window will automatically close in 2 seconds

C\ProgramData‘\AutomationAnywhere'\Botsi\LogsWirus Total-Globaltek\Output/test x|

Close now

Step 9. Make excel output file

A /Bot Store/VirusTotal-Globaltek/VirusTotal

Message from bot

Making excel output file - Creando archivo Excel de salida

This window will automatically close in 2 seconds

Page 18 of 24




globaltek

RITY

Step 10. Excel headers for the output

A2 - i v
A B | C | D | E | F | G H | J K L M | -~
1 |ltem Verified URL Reported date Total Score  Malicious Malware Phishing Suspicious  Abuse Contac Abuse Contac Domain Creation Date
2
3 | ]
4_
Step 11. Open the virustotal portal and put the malicious URL
- o x

~ @& Buscar. 2~ T

®  hitps//www virustotal.com/gui/home,

» VirusTotal X
B son D 2

Intelligence  Hunting  Graph APl

> 1 VIRUSTOTAL

Analyze suspicious files and URLS 1o detect types of malware, automatically
share them with the security community

FILE URL SEARCH

Search or scan a URL Q

By submitting data above, you are agreeing to our Terms of Service and Privacy Palicy, and ta the sharing
of your URL submission with the security community. Flease do not submit any persanal information;
VirusTotal is nat respansible for the contents of your submission. Learn more.

(@ Want to sutomate submissions? Check our AP, free quota grants available for new file uploads

Page 19 of 24



globalte

RITY

Step 12. Gets information about malicious URL threats

e B https//www.virustotal.com/gui/url/11708c5ce8451c2b5c605984c0997b9827aa53caeb72ff3b19ab684a260ec7e5/detection - ﬂ O Buscar...
¥ VirusTotal X ([
Z http://coronavirus.zone/
5 @ 5 engines detected this URL
v http://coronavirus.zone/ 200 text/html;...
coronavirus.zone Status Content Type
Community
Score
DETECTION DETAILS LINKS COMMUNITY o
Antiy-AVL (@ Malicious ESET @ Malware
Forcepoint ThreatSeeker @ Malicious Fortinet @ Malware
Sangfor Engine Zero @ Malware DNS8 @ Suspicious
Sophos AV () suspicious ADMINUSLabs © Clean
AegisLab WebGuard @ Clean AlienVault @ Clean

Step 13. The excel output file when finish the process

Al - fr || item

4+ A B Il C Il D Il E 1 F 1 G Il H 1 l Il J Il K 1
1 |ltem lVEriﬁEd URL Reported date Total Score Malicious Malware Phishing Suspicious Abuse Contact Email Abuse Contact Phone Domain Creation Date
2 1 coronavirus.zone 4/16/2020 5 2 3 2 abuse@porkbun.com 1.503850835 2020-01-24T16:12:337
3 2 ecovida.ru 4/16/2020 5 1
4 3 feenixlanguage.com 4/16/2020 9 6 3 1 91.1204989 2009-09-14T10:58:087
5
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Step 14. The Insight output

‘aNvwHere Bot Insight

My dashboards  » Business

Dashboard Profile Preview Q, F = Actions [*] 08-07-2020 - 09-06-2020
Dashboard Filter —_—
Clear All

How does Volume vary by Str Virus Total? i How does Volume vary by Str Urlmalicicso? H
Attributes

Business Transaction Status.

Str Virus Total

feenixianguage com. |1
Transaction Status p/map?selected=2CO3UMLIIb2TI6P0M. | 1
Transaction Name I

ecovidaru |1

Machine Name
eriodo-de-aislamiento-libre. | 1

Str Urlmalicioso
coronavirus.zone. | 1
Numeric
Total Transaction Duration impots-covid19 com. | 1
Time

www.coronavirus.app. | 1
Transaction Start Time

kbfvzoboss bid | 1
Transaction End Time

update-apk net |1

pescaturismocoronaiit |1 |
treatmentcovid2019.com. |1

End of user guide
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4. Support & FAQs

4.1 Support

Free bots are not officially supported. You can get access to Community Support through the following
channels:

e You can get access to Community Support, connecting with other Automation Anywhere
customers and developers on APeople — the Bot Building Forum, the Bot Store Support Forum,
or the Developers Everywhere Group.

e Automation Anywhere also provides a Product Documentation portal which can be accessed for
more information about our products and guidance on Enterprise A2019.

4.2 FAQs

Instructions: Add any Frequently Asked Questions related to Bot that you think would be helpful
to the customer

For questions relating to Enterprise A2019: See the Enterprise A2019 FAQs.

Page 22 of 24


https://apeople.automationanywhere.com/s/?language=en_US
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https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/release-notes/cloud-release-notes.html#Zj0vY2F0ZWdvcnkvZXhwbG9yZT9wPUV4cGxvcmU=
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/release-notes/cloud-A2019-faq.html#Zj0vY2F0ZWdvcnkvZXhwbG9yZT9wPUV4cGxvcmU=

Appendix A: Record of Changes

Instructions: Provide information on the version number, the date of the version, the
author/owner of the version, and a brief description of the reason for creating the revised
version.

No. Version Number Date of Change Author Notes

1 1.0 August 7, 2020 Armando Carvajal Public in Bot store

Whois wrapper support
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Appendix B: References

No. Topic Reference Link
1 Overview of Enterprise A2019 Click here
2 Guidance: Building basic A2019 bots Click here
3 Guidance: Building A2019 action packages Click here
4 APeople Community Forum Click here
5 Automation Anywhere University Click here
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