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1. Introduction 

This document contains all essential information for the user to make full use of this A2019 
Safeguard for Privileged Passwords package. It includes a description of the functions and 
capabilities and step-by-step procedures for setup & configuration of the Safeguard for 
Privileged Passwords package. 

1.1 Overview 
This package allows a robot to obtain a credential managed by Safeguard for Privileged 

Passwords, to be used by the Automation Anywhere bot at runtime.  

 

 

1.2 Use cases 

The key use cases include: 

• Where a bot is required to use a credential, under management of the Safeguard for 
Privileged Passwords vault, this package makes action steps available for the robot to be 
configured to retrieve credentials at runtime.  

o The action step uses a certificate to authenticate to the Safeguard for privileged 
passwords API 

o An API key is then obtained from Safeguard for Privileged Passwords 

o The API is then used to retrieve the credential that is allocated for that bot, 
according to policies held within Safeguard for Privileged Passwords. 

o The credential provided is made available to the bot as a variable, which can be 
used to authenticate using the corresponding privileged account. 
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2. Requirements & Prerequisites 

 

2.1 System Requirements 
Enterprise A2019 (Cloud deployed) and Community Edition device requirements. 
Review the machine hardware specifications, operating system versions, and browser types 
supported by Automation Anywhere Enterprise for creating and running bots and command 
packages as an Enterprise A2019 (Cloud deployed) or Community Edition user on your local 
machine. 

 

2.2 Prerequisites 
- Automation Anywhere (AA) A2019 is installed. 

- Safeguard for Privileged Passwords (SPP) is installed. For version compatibility, see 

Changelog at the end of the document. 

- Bot device users have a certificate that will be used to authenticate to Safeguard. 

 

 

https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/deployment-planning/cloud-requirements-operating-system-compatibility.html#Zj0vY2F0ZWdvcnkvaW5zdGFsbD9wPUluc3RhbGw=
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3. Getting Started 

3.1 Configuration of Safeguard for Privileged Passwords 
1. Create a certificate user for the bot which is going to obtain passwords from SPP, for 

example aa-bot-1. 

 

 

a. Make sure the signing CA of the user’s certificate is trusted 
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2. Configure the Assets and Accounts which will be used by the AA bot. 

a. Do not configure an Access Request Policy. 

 

3. Enable the Application to Application (A2A) service. 

4. Configure Application to Application access for the bot certificate user (e.g. the aa-

bot-1) and assign the above created account to it for Credential Retrieval. 

 

 

a. Make sure the ‘Visible to Certificate Users’ function is enabled.
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3.2 Configuration of Bot Runner 
1. Define a device user which will be used to login to the bot devices and will be used 

as the bot’s execution context. Login with that user to the machine which you will 

run the bot on. 

2. Obtain the following PFX certificates: 

a. The certificate of the Safeguard user configured for A2A access. 

b. The CA certificate signed by the user’s certificate. 

3. Import the certificates to the Current User certificate store of this user on the 

executing device machine (e.g. a Windows client): 

a. The user’s PFX certificate into the Personal certificate store: 

 

b. The PFX CA of the user’s certificate into the Intermediate Certification 

Authorities: 
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3.3 Configuration of Automation Anywhere control center 

In case you already have a bot developer user with a device configured to run bots, you 

may skip this chapter. 

1. Login to the Control Room with an administrator account. 

2. Navigate to Administration > Roles and create a new Locker Consumers role so the 

bot developer will be able to consume the credentials required to integrate with 

Safeguard. Name it and create the role with the default selected features. 

 

3. Navigate to Administration > Users and create a new botdeveloper user. 

 

a. Select the following roles: 
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b. Allocate a Bot creator license to the user. 

 

4. In case you’re not logged in through a browser running on the but execution device, 

logout and login from that machine. 

5. Navigate to My devices and click Add local bot agent.. 

 

 

a. Click Connect to my computer then install the bot agent, then click  

‘I installed it’. 
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b. When connected, click Done. 

 

 

6. Navigate to Administration > Users and look into the details of our botdeveloper 

user. Assign the new device to our botdeveloper user. 

 

 

7. Logout with the AA administrator and login with our botdeveloper to the Control 

Center. Make sure you do it on a browser running on the device client machine the 

bot will be executed on. 

8. Configure the device credentials. 
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3.4 Installation and Usage of the Safeguard Package 
1. Navigate to Bots > Packages and click Add package. 

 

a. Upload the package, then click Accept, enable, and set as default. 

 

2. Put the certificate thumbprint into a locker. 

a. Navigate to Bots > Credentials and click Create locker. 

 

b. Make sure you add the previously created Locker Consumer role to the 

Consumers. 
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c. Create a new Credential. 

 

d. Add the credential to the previously created locker. 

 

In this example we organized credentials per device user. Feel free to 

organize the credentials per preference. The only credential required by the 

Safeguard package, is the thumbprint of the certificate which will be used by 

the bot to authenticate to Safeguard. This is the certificate which is stored in 

the Personal certificate store of the device user. 

 

e. Save the credential as User-provided or Standard per preference, in this 

example it is saved as Standard with masked ticked. 
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3. Configure the Safeguard package 

a. Navigate to Bots > My bots and create a sample bot.

 

 

b. Drag & Drop the Get A2A Credential using Account details action to the bot. 

 

 

c. The Safeguard package saves the obtained password into a secure variable, 

which then can be used as a Credential input when connecting to remote 

system. Create a variable with type ‘Any’. 
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d. Configure the input parameters of the action, the account name and 

asst/domain name are as defined for the managed account within Safeguard. 

 

e. Add a remote connection action to the bot, matching the account that is 

managed by Safeguard. Use the type ‘Any’ variable as an insecure string for 

the Password input. 

 

f. You may add further actions to execute on the targeted system, but for 

testing you can run the bot as it is. 
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4. Support & FAQs 

4.1 Support 

Free bots are not officially supported.   You can get access to Community Support through the following 
channels: 

• You can get access to Community Support, connecting with other Automation Anywhere 
customers and developers on APeople – the Bot Building Forum, the Bot Store Support Forum, 
or the Developers Everywhere Group. 

• Automation Anywhere also provides a Product Documentation portal which can be accessed for 
more information about our products and guidance on Enterprise A2019. 

 

 

4.2 FAQs 

 

In case of any problems, the action will return an empty credential object, which may be 

caused by any of the following scenarios;  

- The action input parameters are incorrect. 

- The certificates are not imported to the proper certificate store or in the proper PFX 

format. 

- The A2A service is disabled. 

Further steps for logging and troubleshooting authentication can be found here. 

 

Manual cross-check can be performed using the safeguard-ps module. It should provide the 
same result when A2A commands are executed by the device user on the device machine. 

 

For questions relating to Enterprise A2019:  See the Enterprise A2019 FAQs. 

https://apeople.automationanywhere.com/s/?language=en_US
https://apeople.automationanywhere.com/s/topic/0TO6F000000clDdWAI/bot-building?language=en_US
https://apeople.automationanywhere.com/s/topic/0TO6F000000oT3rWAE/bot-store?language=en_US
https://apeople.automationanywhere.com/s/group/0F96F000000l23JSAQ/developers-everywhere?language=en_US
https://docs.automationanywhere.com/
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/release-notes/cloud-release-notes.html#Zj0vY2F0ZWdvcnkvZXhwbG9yZT9wPUV4cGxvcmU=
https://github.com/OneIdentity/safeguard-api-tutorial/blob/master/spp4-safeguard-ps/safeguard-ps-hol.md#logging-in-and-troubleshooting-on-windows
https://github.com/OneIdentity/safeguard-ps
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/release-notes/cloud-A2019-faq.html#Zj0vY2F0ZWdvcnkvZXhwbG9yZT9wPUV4cGxvcmU=
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Appendix A: Record of Changes 

 

No. Version Number Date of Change Author Notes 

1 1.1 27/04/2021 Viktor Varga, Alan Radford Initial release 
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    Appendix B: References 

 

No. Topic Reference Link 

1 Overview of Enterprise A2019 Click here 

2 Guidance:  Building basic A2019 bots Click here 

3 Guidance:  Building A2019 action packages Click here 

4 APeople Community Forum Click here 

5 Automation Anywhere University Click here 

 

 

 

https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/aae-client/bot-creator/using-the-workbench/cloud-explore.html#Zj0vY2F0ZWdvcnkvZXhwbG9yZT9wPUV4cGxvcmU=
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/aae-client/bot-creator/using-the-workbench/cloud-how-to-build-and-edit-bots.html#Zj0vY2F0ZWdvcnkvYnVpbGQ/cD1CdWlsZA==
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/developer/cloud-create-package-overview.html#Zj0vY2F0ZWdvcnkvYnVpbGQ/cD1CdWlsZA==
https://apeople.automationanywhere.com/s/?language=en_US
https://university.automationanywhere.com/b

