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1. Introduction

This document contains all essential information for the user to make full use of this A2019
Safeguard for Privileged Passwords package. It includes a description of the functions and
capabilities and step-by-step procedures for setup & configuration of the Safeguard for
Privileged Passwords package.

1.1 Overview

This package allows a robot to obtain a credential managed by Safeguard for Privileged
Passwords, to be used by the Automation Anywhere bot at runtime.

1.2 Use cases
The key use cases include:

e Where a bot is required to use a credential, under management of the Safeguard for
Privileged Passwords vault, this package makes action steps available for the robot to be
configured to retrieve credentials at runtime.

o The action step uses a certificate to authenticate to the Safeguard for privileged
passwords API

o An APl key is then obtained from Safeguard for Privileged Passwords

o The APl is then used to retrieve the credential that is allocated for that bot,
according to policies held within Safeguard for Privileged Passwords.

o The credential provided is made available to the bot as a variable, which can be
used to authenticate using the corresponding privileged account.
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2. Requirements & Prerequisites

2.1 System Requirements

Enterprise A2019 (Cloud deployed) and Community Edition device requirements.

Review the machine hardware specifications, operating system versions, and browser types
supported by Automation Anywhere Enterprise for creating and running bots and command
packages as an Enterprise A2019 (Cloud deployed) or Community Edition user on your local

machine.

2.2 Prerequisites
- Automation Anywhere (AA) A2019 is installed.

- Safeguard for Privileged Passwords (SPP) is installed. For version compatibility, see
Changelog at the end of the document.

- Bot device users have a certificate that will be used to authenticate to Safeguard.
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3. Getting Started

3.1 Configuration of Safeguard for Privileged Passwords

1. Create a certificate user for the bot which is going to obtain passwords from SPP, for
example aa-bot-1.

Q Search b

Username = User

Authentication Provider

Identit
SR Certificate

Authentication

Certificate Thumbprint (SHA-1)*
Location

inied \09DAAG6AE36E9DEIOBAD3D2F5810FD3883276F7D
Bootstrap Adminis Pesirissions

admin

Local

* Indicates a required fieid

a. Make sure the signing CA of the user’s certificate is trusted

-
Toolbox Certificates
Accounts v Audit Log Signing Certificate

Account Groups

<

Certificate Signing Request
Assets

<

SMTP Client Certificate
Asset Groups

<

SSL Certificates
Discovery

<

Entitlements Syslog Client Certificate

Partitions ~ Trusted Certificates

Settings +Ec
1 Item

Users Subject 7 | Invalid Before T | Exo
CN=oneidentity.demo CA 1/19/2021 12:11:00 PM 171

User Groups
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2. Configure the Assets and Accounts which will be used by the AA bot.

a. Do not configure an Access Request Policy.

e bOtuser

Asset AACRSQL

Accounts
Account Groups

Assets

Asset Groups:

Discovery batuser

Entitlements AACR SOL
SQL Server 2019
Macracosm

Partitions

Settings

3. Enable the Application to Application (A2A) service.

4. Configure Application to Application access for the bot certificate user (e.g. the aa-
bot-1) and assign the above created account to it for Credential Retrieval.

B External Integration
~ Application to Application

e P
+EC /A -
Edit Registration

hame | Centheat 51 yous would e Safeguaand 10 manage for ihe registeved apg.

Ackount parert Domain Name.
botuser AACR 501

a. Make sure the ‘Visible to Certificate Users’ function is enabled.
Edit Registration

Name*
General
[ Genea vewee

Credential Retrieval
Description

Certificate User

aa-bot-1

| want to configure this registration for:
Access Request Broker

| Credential Retrieval
[ﬂv-snble To Certificate Users
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3.2 Configuration of Bot Runner

1. Define a device user which will be used to login to the bot devices and will be used
as the bot’s execution context. Login with that user to the machine which you will
run the bot on.

2. Obtain the following PFX certificates:
a. The certificate of the Safeguard user configured for A2A access.
b. The CA certificate signed by the user’s certificate.

3. Import the certificates to the Current User certificate store of this user on the
executing device machine (e.g. a Windows client):

a. The user’s PFX certificate into the Personal certificate store:

@
@& File Action View Favorites Window Help
e nm & XE= Hm

Console Root

Issued To & Issued By Expinati
v G Certificates - Current User B aa-bot-1 oneidentity.demo CA 11920
v [ Personal P e o
A c
| Certificates 2| Cerficate X |,
v [ Trusted Root Certification Auth | o be
Certificates B0 General Detas  Certcation Path
Enterprise Trust
1 Intermediate Certification Auth Show: | <Al> v
] Active Directory User Object
Trusted Publishers Field Value A
Untrusted Centificates “validto Monday, January 19, 2032 12...
Third-Party Root Certification £ __|subject aa-bot-1

7 Trusted People

3 Client Authentication Issuers
Local NonRemovable Certificat
Certificate Enroliment Requests
Smart Card Trusted Roots

RSA (2048 Bits)

0500

Clent Authenkication (1.3.6.1....
izf

09daabbae36e9de308a03d2£5810£d3883276£7d

b. The PFX CA of the user’s certificate into the Intermediate Certification
Authorities:

-
B File Action View Favorites Window Help

e nm 4G XE= Hm

J Console Raot Issued To Issued By
w (5 Centificates - Current User -
v [ Persomal & Certificate
| Certficates
3 Trus ertfication '*}Gﬂml Detals  Certfication Path
Ent t —_—

:
[ Intermediate Certification Auth
1 Certficate Revocation List @ Certificate Information
| Certficates
| Active Directory User Object
2 Trusted Publishers
Untrusted Certificates

d
: This certificate is intended for the fo
q
| Third-Party Root Certfication £| B
q
d
g
q
d
d

«Allissusncs poloss
«all apphcation poikies

Trusted People

2 Client Authenti
7 Local Nonfe
| Certificate Enrollment Request:
1 Smart Card Trusted Roots

Issued ko:  areidenticy. dema C4
Issuedby: oneidentity, dema i

Valid from /152021 ko 1/19/2)

T vouhave a privats ey that comespa

Page 7 of 17



(ONE IDENTITY

Quest

3.3 Configuration of Automation Anywhere control center

In case you already have a bot developer user with a device configured to run bots, you
may skip this chapter.

1. Login to the Control Room with an administrator account.

2. Navigate to Administration > Roles and create a new Locker Consumers role so the
bot developer will be able to consume the credentials required to integrate with
Safeguard. Name it and create the role with the default selected features.

Create role

3. Navigate to Administration > Users and create a new botdeveloper user.

Create user

All s
ann

General Details
I

Enable use:

a. Select the following roles:

Select roles
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b. Allocate a Bot creator license to the user.

Allocate a device license to this user?
Device licenses are only applicable if the user does not have the “Admin’ role

Adevice, or Client Ul cannot connect to the Control Room until the user that logs into it has a device license. If you change from a Bot runner
license to a Bot creator license, any schedules associated with this username will be deleted

None Requires a Development license, which enables the user to create AND run Task Bots

(®) Bot creator (LD Enable auto login
licensels

availabl} This allows the Client Ul to remember the password and automatically log into the Control Room

Unattended bot
runner (L0
licensels}
available}

Attended bot

4. In case you're not logged in through a browser running on the but execution device,
logout and login from that machine.

5. Navigate to My devices and click Add local bot agent..

O Run bot =
Add local bot agent...
T oOh Cc®
MY DEFAULT DEVICE MY LOCAL DEVICH
»

a. Click Connect to my computer then install the bot agent, then click
‘I installed it’.

\I You haean’ done anyehing yot. et gel
.
.

N+ O Install bot agent

Additional nformat Need help?
My metcs ] ]

= 0

# 0 Task Bots created Most used acticns. #0l Tosk Bots rin
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b. When connected, click Done.

Additional information

Install bot agent
Nickname (optional)

Davice type
Connect your computer ® Single user
Multiple users
If your device allows multiple users to log in at the same time, then
select this option. Typically used with windows terminal servers

Additionalinformation Concurrent sessions supported

6. Navigate to Administration > Users and look into the details of our botdeveloper
user. Assign the new device to our botdeveloper user.

Devices

E
H

H

]

H

H

2

£
I

)
3

® B we Single user Persistent

Select roles

7. Logout with the AA administrator and login with our botdeveloper to the Control
Center. Make sure you do it on a browser running on the device client machine the

bot will be executed on.

8. Configure the device credentials.

ted pages

Tything yet. Lets go!
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3.4 Installation and Usage of the Safeguard Package
1. Navigate to Bots > Packages and click Add package.

@ 0 A potdeveloper

Add package...
“ cC B
DDIFIED  MODIFIED BY
igo o System
o ﬂ Svstem

a. Upload the package, then click Accept, enable, and set as default.

Confirm package
PACKAGE DETAILS

Safequerd

2. Put the certificate thumbprint into a locker.

a. Navigate to Bots > Credentials and click Create locker.

Credentials

Lockers (@) G cm

CREDENTIALS  LAST MODSIED

b. Make sure you add the previously created Locker Consumer role to the
Consumers.

Create locker

Lecker narne Description lepticnal
Bot cerificates

comsimEns
[
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c. Create a new Credential.

Credentials

My CREDENTIALS

d. Add the credential to the previously created locker.

Create credential
Plaase name your credential and start adding attributes to it

Credential =

bot-1 credentialy

General

NAME MY CONSUMER PERMISSIONS MY ADDITIONAL PERMISSIONS

0

Bet certificates

In this example we organized credentials per device user. Feel free to
organize the credentials per preference. The only credential required by the
Safeguard package, is the thumbprint of the certificate which will be used by
the bot to authenticate to Safeguard. This is the certificate which is stored in
the Personal certificate store of the device user.

e. Save the credential as User-provided or Standard per preference, in this
example it is saved as Standard with masked ticked.

Attributes (1)
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3. Configure the Safeguard package

a. Navigate to Bots > My bots and create a sample bot.

Create Task Bot

Name

Safeguard Demo
v 59
Felder

\Botst

b. Drag & Drop the Get A2A Credential using Account details action to the bot.

Safeguard Demo
Variables h o =, | H X B h By |oe
Actions

Search actions Drag a trigger here .
SAF v » Start
SNMP . preAsEE @ AT ERAT IR
SOAP Web Service v %ﬁ
Safeguard ~
@ Gt AZA Cractential Lsing Ace.,
Screen -
Service
Simulate keystrokes v I
Step
String

<

<

c. The Safeguard package saves the obtained password into a secure variable,
which then can be used as a Credential input when connecting to remote
system. Create a variable with type ‘Any’.

Create variable

Name Descripti
a2a-credential

Max characters = 50 Max chan
t

D Use 35 output @

Default value
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d. Configure the input parameters of the action, the account name and
asst/domain name are as defined for the managed account within Safeguard.

A== Flow  List  Dual Safeguard: Get A2A Credential using Account details

Get Credentials from Safeguard A2A using Account details (AZA setting
Visible To Certificate Users' must be enabled). Authenticate with certificats
stored in Current User's Parsonal store.

Drag a trigger here.

Safeguard Appliance
%% safeguard oneidentity.demo =

o - - = Certifcats Thumbprint
R Welcome, localsdrmin Credental [RETRaY
. b Bot certificates, bot-1 credentials, aa-bot- %
EI otuser

i — I Acceunt Name
set AACR SQ
"% botuser 2}

, Asset Name or Domain Name
"% AACR SGL Z)

Access Request Policies

Account Groups

Access Request Folicies  Account Groups Assign CredentialObject to [ANY] variable

% a2a-credential v )

Asset AACR SQL

Asset Type SQL Server 2019

Partition Macrocosm

Password Profiie Macrocosm Rotating Profile

e. Add a remote connection action to the bot, matching the account that is

managed by Safeguard. Use the type ‘Any’ variable as an insecure string for
the Password input.

sateguars Demo »un woee | G ]
Vaiables CE SRR AR Fow L Dul Db Conneet

¢ Trggen Micrazoh SOL Server

Drag a biggar hars.

f. You may add further actions to execute on the targeted system, but for
testing you can run the bot as it is.
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4. Support & FAQs

4.1 Support

Free bots are not officially supported. You can get access to Community Support through the following
channels:

e You can get access to Community Support, connecting with other Automation Anywhere
customers and developers on APeople — the Bot Building Forum, the Bot Store Support Forum,
or the Developers Everywhere Group.

e Automation Anywhere also provides a Product Documentation portal which can be accessed for
more information about our products and guidance on Enterprise A2019.

4.2 FAQs

In case of any problems, the action will return an empty credential object, which may be
caused by any of the following scenarios;

- The action input parameters are incorrect.

- The certificates are not imported to the proper certificate store or in the proper PFX
format.

- The A2A service is disabled.

Further steps for logging and troubleshooting authentication can be found here.

Manual cross-check can be performed using the safequard-ps module. It should provide the
same result when A2A commands are executed by the device user on the device machine.

For questions relating to Enterprise A2019: See the Enterprise A2019 FAQs.
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Appendix A: Record of Changes

No. Version Number Date of Change Author Notes

1 1.1 27/04/2021 Viktor Varga, Alan Radford Initial release
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Appendix B: References

No. Topic Reference Link
1 Overview of Enterprise A2019 Click here
2 Guidance: Building basic A2019 bots Click here
3 Guidance: Building A2019 action packages Click here
4 APeople Community Forum Click here
5 Automation Anywhere University Click here
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