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1. Introduction 

This document contains all essential information for the user to make full use of this 
Automation 360 Bot. It includes a description of the functions and capabilities and step-by-
step procedures for setup & configuration of the Bot. 
 

1.1 Overview 

Control Room Audit Logs bots help export audit logs from control room using Audit API. 
This is attended bot which makes use of simple forms to request user inputs like type of 
messages and duration. 

This is an attended bot. On need basis, developers can convert this into unattended bot 
with pre-set inputs 

1.2 Use cases 

The key use cases include: 

• Export control room audit logs and store for future reference 

• Automation 360 cloud support 90 days of logs retention inside cloud. Customer 
requesting for longer retention period, can make use of this bot and store logs on-
prem 

• Logs once exported from control room can be also pushed inside customer logging 
application. This needs to be further customized to upload into target application  
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2. Requirements & Prerequisites 
 

2.1 System Requirements 
Enterprise Automation 360 (Cloud deployed) and Community Edition device 
requirements. 
Review the machine hardware specifications, operating system versions, and browser 
types supported by Automation Anywhere Enterprise for creating and running bots and 
command packages as an Enterprise Automation 360 (Cloud deployed) or Community 
Edition user on your local machine. 

 

2.2 Prerequisites 

• This bot is developed with Automation 360.23 (build 11499) 

• Control room user with permissions to fetch audit logs  

o Prerequisites here:  
https://docs.automationanywhere.com/bundle/enterprise-
v2019/page/enterprise-cloud/topics/control-room/control-room-
api/cloud-api-audit-api-fetch-audit-data.html 

• Permission to import bot inside control room  

• As this is an attended bot, user needs to provide inputs for bots to continue with 
extraction.  

• Default location for output file is D:\Automation360-CR-AuditLog\  

 

https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/deployment-planning/cloud-requirements-operating-system-compatibility.html#Zj0vY2F0ZWdvcnkvaW5zdGFsbD9wPUluc3RhbGw=
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/deployment-planning/cloud-requirements-operating-system-compatibility.html#Zj0vY2F0ZWdvcnkvaW5zdGFsbD9wPUluc3RhbGw=
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-api-audit-api-fetch-audit-data.html
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-api-audit-api-fetch-audit-data.html
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-api-audit-api-fetch-audit-data.html
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3. Getting Started 

3.1 Quick Start 

3.1.1 Setup 

Bot download includes three task bots and one form 

• Control_Room_Audit_Logs (Master Bot) 

• PrepareDateTime (Child Bot 1) 

• Write Logs to CSV (Child Bot 2) 

• Audit logs - Request User Inputs (Form) 

User must run master bot (Control_Room_Audit_Logs) to trigger log collection process 

Refer following link to import bots inside control room 

https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-
cloud/topics/control-room/bots/my-bots/cloud-import-bots.html 

Inputs: Interactive form 

Output: CSV file 

3.1.2 Configuration and Use 

• For Credential Vault –  

Locker Name Credentials 
Name 

Attribute 
Name 

Value 

Control Room Secrets CR-API APICredentials - 

 

• Authentication API 

 

 

https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/bots/my-bots/cloud-import-bots.html
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/bots/my-bots/cloud-import-bots.html
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• Refer documentation portal for any information related to credential vault and its 
usage.  

• Default location for output file is D:\Automation360-CR-AuditLog\ 

• Once bot is launched, “Audit Logs” form will appear.  

 

 

Note: Audit API’s can fetch total of 1000 logs messages in one API request. If number of 
records are incomplete, choose time filter based on your need.  

Select logs to extract 

Select time 
between 6 Hours 

to 90 Days 

Initiate extraction 

Will close form 

Will reset form 

Location of log file 
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4. Support & FAQs 

4.1 Support 
Free bots are not officially supported.   You can get access to Community Support through the 
following channels: 

• You can get access to Community Support, connecting with other Automation Anywhere 
customers and developers on APeople – the Bot Building Forum, the Bot Store Support 
Forum, or the Developers Everywhere Group. 

• Automation Anywhere also provides a Product Documentation portal which can be 
accessed for 
more information about our products and guidance on Enterprise AUTOMATION 360. 

 

 

4.2 FAQs 

 

For questions relating to Enterprise Automation 360:  See the Enterprise Automation 360 FAQs. 

https://apeople.automationanywhere.com/s/?language=en_US
https://apeople.automationanywhere.com/s/topic/0TO6F000000clDdWAI/bot-building?language=en_US
https://apeople.automationanywhere.com/s/topic/0TO6F000000oT3rWAE/bot-store?language=en_US
https://apeople.automationanywhere.com/s/topic/0TO6F000000oT3rWAE/bot-store?language=en_US
https://apeople.automationanywhere.com/s/group/0F96F000000l23JSAQ/developers-everywhere?language=en_US
https://docs.automationanywhere.com/
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/release-notes/cloud-release-notes.html#Zj0vY2F0ZWdvcnkvZXhwbG9yZT9wPUV4cGxvcmU=
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/release-notes/cloud-A2019-faq.html#Zj0vY2F0ZWdvcnkvZXhwbG9yZT9wPUV4cGxvcmU=
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Appendix A: Record of Changes 

 

No. Version Number Date of Change Author Notes 

1 1.0.0 05/01/2022 Abhishek Parab 1st release 
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    Appendix B: References 

 

No. Topic Reference Link 

1 Overview of Enterprise Automation 360 Click here 

2 Guidance:  Building basic Automation 360 bots Click here 

3 Guidance:  Building Automation 360 action packages Click here 

4 APeople Community Forum Click here 

5 Automation Anywhere University Click here 

 

 

 

https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/aae-client/bot-creator/using-the-workbench/cloud-explore.html#Zj0vY2F0ZWdvcnkvZXhwbG9yZT9wPUV4cGxvcmU=
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/aae-client/bot-creator/using-the-workbench/cloud-how-to-build-and-edit-bots.html#Zj0vY2F0ZWdvcnkvYnVpbGQ/cD1CdWlsZA==
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/developer/cloud-create-package-overview.html#Zj0vY2F0ZWdvcnkvYnVpbGQ/cD1CdWlsZA==
https://apeople.automationanywhere.com/s/?language=en_US
https://university.automationanywhere.com/b

